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Attackers are using DNS for data theft, denial-of-service, and other malicious activity.

Proactive monitoring of DNS activity can help network administrators quickly detect

and respond to these threats.

About the Domain Name System (DNS)
The Domain Name System (DNS) provides a hierarchy of names for computers and services on the Internet

or other networks. Its most noteworthy function is the translation of domain names such as example.com

into IP addresses. DNS is required for the Internet to function, operates on a global scale, and is massively

distributed.

DNS servers normally accept messages on UDP port 53. The DNS protocol has two message types, queries

and replies ; both use the same format. These messages are used to transfer resource records  (RRs). A RR

contains a name, a time-to-live (TTL), a class (normally IN ), a type, and a value. For example, an A-type

resource record specifies the IPv4 address associated with a domain. The domain name space is divided

into DNS zones and a server is considered authoritative  if it has authority for a particular zone.

An "A" resource record for example.com

example.com.  3600  IN  A  93.184.216.34

A DNS request involves the following parts (in the common case):

Recursing resolver

The resolver  receives the request from the client and makes further requests as necessary to obtain the

authoritative record.

Root nameserver

A root  nameserver can be queried to acquire more information about a particular top-level domain

(TLD), such as com.

TLD nameserver

A TLD nameserver provides information about domains ending in a particular TLD.

Authoritative nameserver

Finally, an authoritative  nameserver is one that contains the actual DNS records for a particular DNS

zone.



Example 1. DNS request and resolution

For example, consider a user attempting to connect to a website at example.com . Before attempting to

connect, the system must acquire the IP address for that domain (an A record for IPv4). Here is the

basic process for resolving an uncached record:

DNS security concerns
When the Domain Name System was designed, security was not a major consideration. Now, malicious

actors are using DNS for data theft, denial-of-service attacks, command-and-control, and other malicious

activity. According to an EfficientIP survey for 2018 [1], the average cost of a DNS attack was $715,000 (57%

higher than in 2017) and 77% of organizations were subject to DNS attack.

Common types of DNS attacks include:

DNS hijacking

An attacker can perform DNS hijacking by manipulating either user workstations or DNS servers. In the

first case, malware is used to modify a workstationÕs configured name servers, causing DNS requests to

be sent to malicious servers instead. Alternatively, a DNS server may be compromised and configured

to return incorrect replies. Either way, users are directed to an attackerÕs site, allowing the attacker to

steal user credentials (phishing), generate traffic (pharming), distribute malware, or publish a defaced

version of the website.

In early 2019, FireEye identified a DNS hijacking campaign [2] of "unprecedented scale" that has had a

"high degree of success" targeting victims across the globe. Soon after, the United States Cybersecurity

and Infrastructure Security Agency released Emergency Directive 19-01 , which outlines actions for

mitigating the risk of DNS hijackingÑincluding DNS auditing and monitoring. The recent Sea Turtle [3]

https://cyber.dhs.gov/ed/19-01/


campaign is a state-sponsored DNS hijacking attack that has targeted at least 40 different organizations

across 13 different countries, using man-in-the-middle attacks to harvest user credentials.

DNS tunneling

DNS queries and responses can contain data payloads capable of transporting malware, stolen data,

command-and-control information, or bidirectional protocols such as SSH. DNS traffic is often

considered benign and not monitored. Therefore, DNS tunneling may be of particular interest to an

attacker as a covert communication channel.

Many types of client malware make use of DNS tunneling, including point of sale (PoS) malware like

MULTIGRAIN [4], remote backdoors such as DNSMessenger [5] and DNSpionage [6], and botnets like JAKU [7].

There are also several open-source DNS tunnel implementation examples: dnscat2 , iodine , and Heyoka .

Various denial-of-service (DoS) attacks

There are several different types of denial-of-service attacks that are used against DNS servers,

including NXDOMAIN , phantom domain , and domain lock-up  attacks. In each case, the attackerÕs goal is

to increase load on the server to the point where it is unable to answer legitimate requests.

One of the largest of these attacks was the 2016 Dyn distributed DoS (botnet) attack [8], which brought

down many major sites in the United States and Europe.

DNS cache poisoning

Cache poisoning (or spoofing) occurs when a DNS resolver accepts an invalid resource record due to a

vulnerability. An attacker may use a long time-to-live (TTL) value, during which time the data is

retained in the resolverÕs cache and the resolver is considered "poisoned". The result is similar to DNS

hijacking. DNS cache poisoning is mitigated by cryptographic signatures such as those implemented by

the Domain Name System Security Extensions (DNSSEC), but DNSSEC is not yet universally deployed.

By proactively monitoring DNS audit logs and query traffic, IT personnel can more quickly identify and

respond to a DNS attack, reducing its impact.

DNS data that can be collected and monitored
There are many different DNS-related events that can be collected from a DNS server. The actual data

available is dependent on the DNS server in use. Events that may be available for collection include, but

are not limited to:

Dynamic updates

If a DNS server is configured to allow DNS updates via Dynamic DNS (DDNS), these events should be

available for auditing, including approval and denial of update requests.

https://github.com/iagox86/dnscat2
https://code.kryo.se/iodine/
http://heyoka.sourceforge.net/

